3. PEKOMEHAALMW ANA POAVTENEIA
(3AKOHHbIX NPEACTABUTENEN)
NO KMBEPBE3OMNACHOCTW AETEA U NOAPOCTKOB

YBa)xaemble poautenu!

B coBpemMeHHOM Mupe, HacCbIWEHHOM UUGPOBbIMM TEXHOMOrMAMK, BOMPOC KMbepbe3onacHOCTU CTaHOBUTCA Bce 6onee akTyasibHbIM.
[eTn n nNoapocTKM aKTUBHO MCMOMb3YyT VIHTEpHET pnA obuweHunA, y4ebbl U pasBfievyeHnin, N BaXKHO, YTOObl OHW MOHUMaIN PUCKU N yMenn
3awmuaTthb ceba B BUPTyasibHOM NPOCTPaHCTBE.

Mpobnema kKnbepbesonacHOCTM 3ak4aeTcA B TOM, YTO VIHTepHET MOXeT ObiTb UCTOYHUKOM HE TOJSIbKO MOSe3HOM MHGopMaumn, HO U yrpos.
[eT 1 NoapoCTKM MOryT CTONKHYTbCA B OHMAWH C MOLIEHHUYECTBOM, KM6epOyn/iMHroM, BPeAOHOCHbIM KOHTEHTOM W APYrMMW OMacHOCTAMM.
OTO MOXET NPUBECTUN K HEeraTUBHbIM NOCNEACTBMAM AN1A NX NCUXMYECKOro 340P0BbA, penyTaunmn u gaxke pusmnyeckon 6e3onacHoCTu.

Ham, B3pocnbiM, HEO6X0OMMO yAenATb BHUMaHME Bornpocam kubepbesonacHoCcTU Hawmx peten. ObcyxxpgaAa ¢ HUMM NpaBuna 6e3onacHoro
NnoBedEHNA M UCMNONb30BaHUA OHMAMH-MPOCTPaHCTBa, OO6BbACHAA, Kak pacrno3HaBaTb T€ WM WHbIE PUCKU, Mbl MOXXEM HayuuTb AeTen ObiTb
YCTONYMBbLIMU U 3aLLMLLEHHBIMWN B CETU VIHTEPHET.

1 NHTepHeTa nyylle NONHOCTbIO UCKJIIOYUTL B paHHeM aeTcTBe (Ao 3 neT). HamHOoro nonesHee anA neten Xusoe obLlieHne, NPOAyKTMBHAA pasBMBaloLwan

- MeauvumnHCKME M MNCUXOMoro-nefarorMyeckne uccnenoBaHna, a Takxke pekomeHaaumm CanlunH nokasbiBaloT, YTO WCMONb30BaHWE 3NIEKTPOHHbIX YCTPOWCTB
[OeATeNIbHOCTb, YTeHMe, PUCOBaHNE U UrPbl CO CBEPCTHUKaMMU.

B cTapwem [OWIKOJIBHOM BO3pacTe 3KpaHHOE BPEMA MOXET COCTaBNATb He 6osiee 1 yaca B AeHb U TONbKO B MpPUCYTCTBUM B3pocibix. B mnapwem
WKONIbHOM BO3pacTe MPOAO/HKUTENBbHOCTb UCMOMb30BaHNA LUMPPOBLIX YCTPOMCTB He AOJDKHA npeBbiwaTb 1,5 yacoB. B nogpOCTKOBOM U HOHOLIECKOM
BO3pacTtax — He 60Jiee 2 YacOB B AiEHb.

Mpn 3TOM BO BCEX BO3pacTax HEMNpPepbIBHbIA MPOCMOTP WNW OHMAMH-aKTMBHOCTb OO/MKHbI YepenoBaTbCA C MMMHACTUKOW O1A a3 v gpyrumm Bupamm
I/IHTEJ'IJ'IEKTy&J'IbHOVI n C*)VI3I/I‘-IeCKOI7I neATenbHOCTU. Ka)K,D,bIVI poaouTenb, onnMpaAcb Ha peKoMeHaaunn, CTOUT nepepn cepbe3HbiM pelleHneM: onpenesntb, CKOJIbKO
BpeMeHN NonaeT ero pebeHKy Ha Nofb3y C y4eTOM Bo3pacTa, ydebbl, o6LeHna 1 oTabIxa.

Bbl MOXKeTe BOCNONIb30BaTbCA CJ/IeAYHOWUMU NMPOCTbIMU peKoOMeHaaumMAMKU, YTo6bl NOMOYb AETAM M NOAPOCTKaM @
ObiTb O0ONee KOMneTeHTHbIMU, OCO3HaHHbIMWU, BHUMaTeJIbHbIMXA N OCMOTPUTENIbHbIMUA B UHTEPHEeT-Ccpeae.
0 O6y4yanTe peten U NOAPOCTKOB OCHOBaM Ku6ep6e3onacHOCTHU @

MMoroBopuTe ¢ AeTbMM O TOM, NOYEMY BaXKHO 3almaThb IMYHbIE AAHHbBIE N KaK 3TO MOXET NOMOYb n3bexkaTb Npobnem.
[MpoBepANTEe HACTPOMKM KOHMOUOEHUMANbHOCTM W HayyuTe [eTen co3gaBaTb HafeXHble naponn, WUCnonb3oBaTb [ABYX(AKTOPHYHO
ayTeHTUMPUKaLNIO N He OeNUTLCA C He3HaKoMUaMu JIMYHON MHpopmaumen B IHTepHeTe.

+ HapeXxHbI naponb — 3TO CIOXHbIA Naposib, COCTOAWMI 13 ByKB, umMdp 1 cmmeonoB. OBbIYHO ero TpyaHo yragaTb unu nogobpathb.
Ba)kHO nepuoanyeckn MEHATb NAPOSIN B MECCEHO)KEPaX, 3NIEKTPOHHOM NOYTE N COLManbHbIX CETAX.

+ JlnuyHaAa uHdopmauma — dammnuAa U UMA, NOMHaA AaTta PoXAEeHWA, AOMalUHUMA agpec, HoOMep TenedoHa, HOMep LWKOMbl U Knacca,
WHpopMaumAa O cembe, apyraa nnMyHaAa nHgopmauma (HanpuMep, NacnopTHble OaHHble, AaHHble MeauumHckoro nonuca, CHUJIC v gp.).
OTUMUN CBEAEHWAMU MOTrYT BOCMOSb30BaTbCA 3M0YyMbIWAEHHUKN. [daxe ¢oTo, BUAEO U TOMOCOBble COOBLWEHUA MOryT ObiTb
MMU NCNOMNb30BaHbI.

Mcnonb3ynTe HageXxHoe aHTUBUMPYCHOE nporpammHoe obecrnedyeHme Ha Bawwux yctpomctBax m perynAapHo obHoBnAnTte ero. ObcyxpanTe
€ pebeHKOM MM NoAPOCTKOM BaXXHOCTb 3alUTbl OT BPEAOHOCHbIX NPOrpamMMm.

PacckasbiBanTe 0 nogo3putenbHbix noaax B MHTepHeTte. O6bACHUTE pebeHKy nnu nogpocTKy, YTO He CTOUT obwaTbCA C He3HakoMuamu
B ceTu VIHTepHeT, 1 4To genatb, eCnv KTO-TO BefeT cebA CTpaHHO UK MbiTaeTCA 3aCTaBUTb OeaTh YTO-TO HENMPUEMSIEMOE.

Momornte pgetAM M NOOPOCTKaM MOHATb M OCO3HATb, MOYEMYy He CTOUT OTBeYaTb Ha COOOLWEHWA U 3BOHKU C HE3HaKOMbIX HOMEPOB
no MOOGWIBLHOW CBA3W, B MecceHaXxXepax WM coumanbHbiX ceTAax. O6bACHMTE, YTO 3TO MOXET MPUBECTU K HeXenaTeflbHblM KOHTakKTam
1N ONacHOCTW.

O6y4anTe pacno3HaBaHUIO MOAO3PUTENbHbIX CCbIOK. Pacckakmute pebeHKy wunu nogpocTky O puckax nepexoga Mo  Ceblikam
N3 HEU3BECTHbIX MICTOYHUKOB U Hay4uUTe ero NPoBepPATb CCbIIKU Nnepen nepexonom.

e OGcyxpaiTe u yctaHaBnMBanTe ceMeliHble NpaBuiia ucnosb3oBaHuA MHTepHeTa U KWGeprurneHbl

Onpepenvte BMecTe ¢ pebeHKOM M NoAPOCTKOM, CKOJIbKO BPEMEHM OH MOXKET NMPOBOAMTL B VIHTEPHETE, Kakme CalTbl OH MOXKET nocewatb
N c Kem obLaTbCA, Kakme MeCcCeHaXKepbl U coumarnbHble CETU OH MOXKET UCMOob30BaTh.

Ecnn Baw pebeHok cTapluero AOWKOIbHOrO My MAaawero WKOMbHOro Bo3pacTa nosb3yeTcA MOOUIbHBIM YCTPOMCTBOM UN NEPCOHANBbHBIM
KOMMbIOTEPOM, YCTAHOBUTE NPOrpaMmbl POANTENBCKOro KOHTPOJIA, YTOObl OrpaHNYnUTb OOCTYMN K HeXenaTtenbHOMY KOHTEHTY U OTCNeXuBaTb
aKTUBHOCTb B VIHTepHeTe.

YcTaHoBMTE padyMHble OFpaHMYeHnA Ha CMoNb30BaHMe LMPOBbLIX YCTPOCTB M NepepbiBbl ANA APYrnX BUOOB AeATENbHOCTU. OTO NOMOXET
n3be>kaTb NepeyToMIeHnA N 3aBUCMMOCTU OT VIHTepHeTa.

Q Moppep)xuBanTe atmocepy AoBepUsa U perysapHo o6cy)xpante ¢ pe6eHKOM Unm noapoCTKOM OHNMaUH-ONbIT

MoowpAiTe geTel U NoapocTKoB ob6cy>kaaTb ¢ Bamm Bonpockl, cBA3aHHble ¢ IHTEpHETOM 1 MHpopMaLMOHHO 6e30MacHOCTbIO, AeNNTLCA
CBOMMU MepexXnBaHnAMMU, onaceHuAMM 1 npobremamMu, CBA3aHHbIMWU C OHNaNH-NPOCTPaHCTBOM, 6e3 cTpaxa HakasaHuA. [MpoBoanTe 6ecenbl
0 TOM, YTO AenawT AeTu B VIHTepHeTe, ¢ KeM 06LatoTCA, BO YTO UrpatoT, Kakme CanTbl NMoceLlatoT, Kako MeOnakoHTEHT UM MHTEpeCeH,
N 06cy>KaanTe BO3MOXHbIE PUCKU. PaccMoOTprTe BO3MOXHOCTb COBMECTHOIO NPOCMOTPA KOHTEHTA M 06CYXXOEHUA YBULEHHOTO.

0 ByabTe Nnpumepom ANA NoApaXKaHUA

lMokasbiBanTe pebeHKy unm NnoapocTKy, Kak Bel camu cobnogaeTe npasuna MHpopmMaumoHHon 6e3onacHoOCTH, U obcyxxaanTe ¢ HAM Bawwm
CcoBMeCTHble aencTteuA B VIHTepHeTe. [okasbiBanTe, Kak npaBuibHO BeCTU cebA B VIHTepHeTe, He HapylwanTe npasuna n HoOpMbl NOBEeAEHUA
B OHNanH npu pebeHke, 06 bACHANTE, MOYEMY Ba>KHO co6ogaTh 3TN npasuna.
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PasBuBaunTe y aeten HaBblKM OGpalLeHUA 3a MOMOLLbIO U cOO6LeHMA 06 onacHocTU Bam u apyrum HageXXHbiM B3pOCsibiM
(poAcTBEHHMKaAM, y4UTENAM, COTPYAHUKAM NpaBoOXpaHUTEIbHbIX OPraHoB)

O6yyanTe geTen 1 NogpOCTKOB TOMY, KakK (OMKCUPOBaTb OHMAMH-PUCKU C NOMOLLbIO CKPUHLIOTOB, COXPaHEHUA BMOEO- N ayanOCOO0OLEHNI
OT He3HaKOMLEB. Bce 9TO MOXET CTaTb Cepbe3HON foKa3aTelbHOM 6a30M B KPUTUYECKNX CUTYyaUMAX. OTOT HaBblK MOXXET NMOMOLLb HE TOJTbKO
B BUPTYaslbHOM MUPE, HO U B peasibHOM XXU3HW.

MomorauTte pgetam u noApPOCTKaM pa3BuBaTb KpUTu4eckoe mMbillsieHue

Hayunte ux aHanusupoBaTb uHopMaumio B WHTepHeTe, pacno3HaBaTb OMAcHOCTU: OOBACHWUTE, Kak pacrno3HaBaTb MOLUEHHUYECTBO,

KnbepTpasnio v gpyrme OopmMmbl OHManMH-yrpo3. lNpuBoguTe npumepbl KNOEPBUKTUMU3AUNW, HEeHaaexalero, pucKoBaHHOro U onacHoro

OHMarH-NoBeaeHndA, YTOObl AeTU U MOAPOCTKM MOMNU flyyLle NOHATb, Kak n3bexxaTb Nog0OHbIX CUTYyaLMNA.

PasBnBanTte y pebeHka aHannTU4eckue HaBblKW, YTOObl OH MOr oueHMBaTb WMHGOpPMauuto B VIHTepHeTe, COMHEBaTbLCA B OOCTOBEPHOCTU

WCTOYHMKOB M OTNINYaTb JOCTOBEPHbIE UCTOYHUKKM OT HEAOCTOBEPHbIX. PacckaxuTte, 4To He BCA UHpopmauua B CeTu ABNAETCA NpaBavBOMN.

* MpuaymanTte «Bonwe6HOE C/IOBO-NApPOJib», KOTOpoe byneTte 3HaTb TONbKO Bbl n Baw pebeHok, 4ToBbl OH MO pacrno3HaTb OMacHOCTb:

B criyvae, ecnu pebeHoK OTBETWUT Ha COOBLEeHne MM 3BOHOK He3HakoMmua, C MOMOLLbIO 3TOro crioBa emy 6yaeT npolle pacnosHaTb
OMnacHOCTb.

MpoAaBnAnTe Noaaep>XKy U BOBJIEYEHHOCTb

MocTapanTecb ObITb BOBMIEYEHHLIMU B OHMAWH-aKTUBHOCTU: y4aCTBYUTE B Urpax U coumasbHbIX CETAX BMECTe C OeTbMW N NOOPOCTKaMu,
YTOObI NIyyLLE MOHATb UX MHTEPECHI U OKPY>KEHME, 3TO NO3BONUT NOALEPXMBATL AOBEPUTENbHbLIN KOHTAKT C HUMMW.

MoowpAnTte geten U NOAPOCTKOB 3aHMMaTLCA 6€30NacHbIMU N KOHCTPYKTUBHBLIMU OpsfiaiH U NPy HEOOXOAMMOCTU OHJTaNH-aKTUBHOCTAMMN,
TakMMn Kak obpasoBaTesibHble Urpbl, CNOPT NN TBOPYECKME NPOoeKTbl. AKTUBHAA, MHTEPECHaA MU HacbIWeHHaA NOOXNTENbHbIMU AMOLIMAMMU
1N COBbITUAMU peasibHadA XXU3Hb — MOLLHbIA NCTOYHUK MO3UTUBHOW camopeanun3auumn 6e3 «berctea» B BUPTyasibHbIM MUP.

OTpa6oTanTe COBMECTHO C pe6eHKOM AEeUCTBUA B CUTYyaLMAX pUCKa

BaxxHo 3apaHee 06BbACHUTL pebeHKy, Kak NpaBubHO AeNCTBOBATb NPU CTOIKHOBEHUM C ONACHBLIMU OHTaNH-KOMMYHUKaUNAMMN:

* He BCTynaTb B repenanky, cpasy 3abnokupoBaTb arpeccopa WM MOLWIEHHUKA, COXPaHUTb CKPUHLLOTbI MEepernuckn B KadecTsBe
JokasaTenbCTB U 06A3aTeNlbHO pacckasaTb O CUTyauuu B3pPOCbIM — poauTenaM, YYNTEeNo unn obpatntbCcA B NOAOEPXKY NiaTgopmbl,
rae NpousoLwen UHUMOEHT.

ObpalanTtech 3a noMowpblo: ecnv Bbl 3ameTnnn, 4To Baw pebeHOK cTan XXepTBou KM6epBUKTUMU3ALUU NN NPOABNAET OnacHoe NoBedeHune
B VIHTepHeTe, He cTecHANTECH obpallaTbCA 3a MOMOLLBIO K crieumanmcTam.

PerynAapHo o6HOBNANUTE 3HaHMA O KW6ep6e30nacHOCTU U KubeprurueHe, otcneXxmupante U3MeHeHUA B 3aKOHOAATesNbCTBe
1 npasunax nnardopm

Cnegute 3a HOBOCTAMU U TeHAEHUMAMM B 06nacTn kKubepbe3onacHOCTH, 3yvanTe HOBble METOAbI 3alUnThl OT KubepnpectynneHnin. byabTe
B Kypce M3MEHeHW B 3akoHoAaTesbCTBe W npasBuiax MCnonb3oBaHuA nnatgopM, 4Tobbl obecrneunTb mMakcumanbHylo 3awmty Bawero
pebeHka nnn nogpocTka, aganTupynute cBon noaxonbl K obecnedyeHnio 6€30nacHOCTM B COOTBETCTBUU C M3MeHeHuAMN B VIHTepHeTe.

Anroputm aencTBuUM poauTesna Npu o6Hapy>XeHUun Noao3puUTesIbHOU OHTaUH-aKTUBHOCTU pebGeHKa

0 O6paTl/lTe BHMMaHMe Ha "SMeHeHA B NnoBegeHunn pe6eHKa nnnm noapocTKa. Ecnun Bbl 3ameTtunun, 4to oH cTtan 6onee 3aMKHYTbIM, NOrpy>XeHHbIM
B OHMaWH, pasapakumtesibHbIM U NpoABAET apyrne HeTunm4yHble OjAa Hero aMounn, 3To MOXXeT ObITb CMTHaNOM O npo6nemax B MHTepHeTe.

e [MoroBopuTe ¢ pebeHKoM. BbiACHUTE, YTO MMEHHO ero 6ecrnoKouT, 1N NPeasIoXXNUTe CBOK NMOMOLLb.

e O6paTutech 3a NOMOLLBIO K crieumanucTam. Ecnv Bel He MoXKeTe caMOCTOATENBHO peLnTb Npobnemy, 06paTUTeCh K NCMXOMOry, CoumanbHOMY
neparory, ncuxotepanesTy UK OpYrMMm crnieumanicTam.

B cutyaumAx,  korma  pebeHok  cooGwaer  Bam [ElFe¥S Bonee nompobHble pekoMeHaaunm anA poguteneit Boi [E
(o] coBepLUEeHHOM B OTHOLWIEeHUn Hero npecTyrnjieHnn Harvpete B nocobunm «Pucku B LUdpPOBOU cpene: =
BOCMONb3ynTecb 8 namATKoM Hasuratopa npodmnakTukm JuarHocTuka, npodwmnakruka, kKoppekuus». — M: AHO
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TenecoHbl foBepUuA, ropaume NUHUN

FopAYaA NMHMA KpU3nMcHoun ncuxonormdeckon nomowm MuHuctepctTea npocseweHua Poccumnckon depgepaumm 8-800-600-31-14

* Ha nnHun exxegHEeBHO M KPYrnoCyTOYHO OKasblBaeTCA MCUMXONormdeckas rnoMowpb M NOAAep>KKa BCEeM MO3BOHMBLUMM, HAXOOALMMCA B KPU3UCHOM
COCTOAHUN UNN B KPUSMCHOWM cuTyauumn (becnnaTtHo, KPyraiocyTOYHO).

Bcepoccunckun fletckuin TenedoH gosepua 8-800-2000-122

+ lNcunxonormnyeckoe KOHCY/bTUPOBaHMe, O3KCTPeHHaA W1 Kpu3ncHaa ncmxonornyeckaa nomouwb AetAmM, noapoctkaM wn poaountTenam (6eCI'IJ'IaTHO,

KPYrnoCyTO4HO).

MopAayaa nuHuA «Pe6eHOK B onacHocTu» CnepacteeHHoro komuteta Poccuickon ®epepauunn 8-800-100-12-60#1

+ Takxxe onA obpaleHnA OoCcTynHa KopoTkaA KoMbuHauma 123 (6ecnnaTHO, KPYriioCyTOYHO).

FopAyaAa nuHMA noaaep>xku no sonpocam tpasnu Tpasnu.NET 8-800-500-44-14

* MH-MNT ¢ 10:00 go 20:00 MO MOCKOBCKOMY BPEMEHW.

OHNanH-NnomMmollb
+ [opayaa nuHuAa «Oetn OHnarH» http:/detionline.com/helpline/about
+ YAT-BOT «[Jo6pbIHA» (aHTUOYNNuHr) hitps://t.me/BylingBot
« Cant MonoaexxHoro ungpoBoro oméyacmeHa, pasgen «Lngponomowb» — cepBUC nogaym obpalleHnin ofAa MOoSoablX fOAEN, KOTOPblE CTOSKHYMUCH

¢ npobnemamun B VIHTepHeTe https://youthombudsman.ru/help

+ CoobWMTb 0 3anpeLeHHOM KOHTEHTE MOXHO Ha canTe PockoMHaasopa https://eais.rkn.gov.ru/feedback/

NHdpopmaunmoHHO-MeToANYECKUE MaTepuarnbl U pecypchbl
+ Kacnepckuni getam https:/kids.kaspersky.ru/
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